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OUT OF BAND

"Free’” Online
Services and

Gonzo Capitalism

Hal Berghel'®, University of Nevada, Las Vegas

Google and other online providers have paid
huge court settlements over violations ranging
from privacy abuses and antitrust issues to

digital advertising. What is it about these

companies’ business models that drives their

online abuse?

ttempting to prevent governments, businesses,
and criminals from surveilling the public has
become one of the most futile challenges of the
21st century. In one recent court settlement,
Google agreed to pay US$391.5 million to settle with 40 states
over charges that it obfuscated its policy on the collection
of personal location data.! “For years Google has prioritized
profit over their users’ privacy,” reported Oregon Attorney
General Ellen Rosenblum. No news there. For decades, pri-
vacy-concerned computer professionals have been chant-
ing a mantra: users of “free” Internet services aren’t cus-
tomers, they're products. Although belated, it’s refreshing
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to see that some politicians are cham-
pioning the cause of consumer pri-
vacy despite a lack of public pressure.
Politicians are placed squarely before
Buridan’'s ass (in a nice way, I mean):
an ill-informed public is largely apa-
thetic on the matter, while the busi-
ness community that benefits from
the harvesting of personal informa-
tion is hostile to any attempt at regu-
lation. Many politicians have learned
that they defend consumer and public
privacy to their cost.

PERSONAL LOCATION DATA

So, what exactly did Google do this time? The suit was ap-
parently an outgrowth of a 2018 exposé by the Associated
Press (AP) wherein it was reported that “Google services
on Android devices and iPhones store your location data
even if you've used a privacy setting that says it will pre-
vent Google from doing so.”> The AP documented that
Google's privacy policy falsely stated, “You can turn off
Location History at any time. With Location History off,
the places you go are no longer stored.” The AP showed
that even with Location History turned off, “some Goo-
gle apps automatically store time-stamped location data
without asking. For example, when you merely open
its Maps app.” After the AP’s report, Google responded
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predictably: “There are a number of
different ways that Google may use lo-
cation to improve people’s experience,
including: Location History, Web and
App Activity, and through device-level
Location Services ...” Ah, the magic
defense: “to improve people’s experi-
ence.” Telling users that they should
look at corporate harvesting of their
personal information as a benefit to
their user experience is like telling the
accused that they should look at any
possible incarceration as a charac-
ter-building experience. This phrase
should be taken for what it is: a lame
defense for circumventing any reason-
able semblance of privacy protection
for the unsuspecting user. But in the
case under consideration, the attor-
neys general successfully argued the
narrower position that it is unlawful
to tell users one thing and then do the
opposite: “Google violated state con-
sumer protection laws by misleading
customers.”! The state of Oregon, for
one, is considering legislation this year
that would provide consumers more
control over the use of their personal
information. It is worth remembering
that suchlegislation is necessary at the
state level because there is no privacy
protection for citizens specifically pro-
vided in the Constitution of the United
States. The closest we have come is the
majority opinion of the Supreme Court
case Griswold v. Connecticut, where
Justice William O. Douglas claimed
that any right to privacy that accrues to
citizens is buried somehow in a “pen-
umbra” of the constitution.3 Needless
to say, any attempt to protect individ-
ual rights to privacy with such ill-de-
fined tactics as “penumbral reason-
ing” dooms privacy protection to the
vicissitudes of partisan politics, as has
been recently evidenced in the Dobbs
decision overturning Roe v. Wade.?
The most direct way to avoid continu-
ous constitutional tribalism would be
to expand section 1 of the Fourteenth

COMPUTER 0018-9162/2302023IEEE

Amendment to the Constitution to
specifically include privacy. And one
might even throw in concepts like the
right to happiness and the right to be
left alone, for good measure. This con-
cept, of course, is not new. Alternative
phrasings may be found in the works
of Samuel Johnson, John Locke, and
Lucretius that date back centuries,” al-
though such talk would be considered
seditious in some circles today.

ANTITRUST

So, we have one count of misleading
customers. The Department of Justice
(DOJ) and the states of Virginia, Califor-
nia, Colorado, Connecticut, New Jersey,
New York, RhodeIsland, and Tennessee
filed suit in federal court against Goo-
gle in 2020 for anticompetitive prac-
tices regarding its online marketing

conduct, and using its own “open bid-
ding” tool to subvert ad exchange auc-
tions to gain unfair revenue advantage,
to name but a few.8 According to CNN,
the DOJ claims that, in this way, “Goo-
gle effectively owns or controls search
distribution channels accounting for
roughly 80% of the general search que-
riesin the United States.”? In July 2022,
the House of Representatives Judiciary
Committee formally published a 2020
majority report, “Investigation of Com-
petition in Digital Markets,”10 that es-
sentially reaffirms the claims in the
DOJ litigation. So, we must add several
more charges: anticompetitive prac-
tices in online marketing, anticompet-
itive practices in online advertising,
and achieving market dominance by
blocking competition through Goo-
gle’s open bidding environment.

Attempting to prevent governments, businesses,
and criminals from surveilling the public has
become one of the most futile challenges of the
21st century.

practices. The petitioners alleged that
Google maintains advertising domi-
nance by preventing competition, ei-
ther through mergers and acquisitions
or pressuring advertisers to adopt Goo-
gle products and services.® In 2023, the
DOQJ filed a second suit against Google,
this time for anticompetitive practices
in its online advertising business, that
seeks to force Google to divest parts of
its business.” In addition, at least three
collections of states are suing Google
for achieving market dominance by
blocking competition by paying bil-
lions of dollars to manufacturers and
browser developers to use its search
engine exclusively, using merger and
acquisition tactics to eliminate com-
petition and engage in exclusionary

The House investigation is note-
worthy for its clarity. The report is un-
equivocal on two points: 1) online plat-
forms enjoin monopolistic practices
and 2) current antitrust legislation
and enforcement are inadequate to
address the problem. Was this ever in
doubt?In the case of Google, the report
demonstrates that the company main-
tains a “[near] monopoly for general
online search and search advertising.”
It states that

“documents show that Google
used its search monopoly to
misappropriate content from
third parties and to boost Goo-
gle’s own inferior vertical of-
ferings, while imposing search
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penalties to demote third-party
vertical providers.... Google
appears to be siphoning off
traffic from the rest of the web,
while entities seeking to reach
users must pay Google steadily
increasing sums for ads.”

In addition,

“A second way Google has main-
tained its monopoly over gen-
eral search hasbeenthrougha
series of anticompetitive con-
tracts.... Documents show that

market power, and 3) they abuse their
role as intermediaries to enrich them-
selves and dominate markets. The re-
port concludes that current antitrust
laws need to be updated to deal with
these problems and that antitrust en-
forcement agencies are inadequate to
the task. While high-tech firms, such
as Google, have historically been rela-
tively immune to complaints from reg-
ulators within the United States, they
have fared worse in Europe. In 2021,
Google was fined US$2.7 billion by the
General Court of the European Union
(EU) for anticompetitive practices.!!

An ill-informed public is largely apathetic on
the matter, while the business community
that benefits from the harvesting of personal
information is hostile to any attempt at regulation.

Google required smartphone
manufacturers to pre-install
and give default status to Goo-
gle’s own apps, impeding com-
petitors in search as well asin
other app markets.... Each of its
services provides Google with a
trove of user data, reinforcing
its dominance across markets
and driving greater moneti-
zation through online ads.
Through linking these services
together, Google increasingly
functions as an ecosystem of
interlocking monopolies.”10

No news there. We emphasize that
the report did not single out Google.
Similar problems were identified with
Amazon, Apple, and Facebook. The
report notes that these four platforms
were collectively valued at USS5 tril-
lion, “more than a third of the value
of the S&P 100.” There were three
common problems attributed to the
quartet of online platforms: 1) the plat-
forms serve as gatekeepers over a key
channel of distribution, 2) they use
this gatekeeper position to maintain
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It must be restated that Google is
not alone in facing these DOJ com-
plaints. In January 2023, Meta Plat-
forms (formerly known as Facebook)
settled a complaint that accused it
of using “algorithms in determining
which Facebook users receive housing
ads and that those algorithms rely, in
part, on characteristics protected un-
der the FHA [Fair Housing Act].”1% This
is not to mention the current Federal
Trade Commission suit against Meta
over monopolistic practices.!3 In any
event, Google's antitrust issues as-
sociated with search engines, digital
advertising, and mobile platform soft-
ware are so significant that they will
linger on despite a business-sympa-
thetic U.S. judicial climate. The Sher-
man and Clayton antitrust acts are
anathema to Silicon Valley generally
and not specifically limited to Google.

MORE LITIGATION

The diversity of litigation against
Google is both variegated and global.
On 28 September 2022, final approval
was granted for a class action settle-
ment!4for US$100 millioninresponse

to a suit that alleged Google violated
consumer privacy rights with the
Google Photos face recognition ap-
plication. Google Photos is an image
sharing service that enables users to
identify individuals in digital photos
by face geometry. The claim was that
Google violated the Illinois Biometric
Information Privacy Act.15 To items
of note: 1) Google settled the claim
without admitting wrongdoing, and
2) although Congress has thus far
failed to enact similar federal legis-
lation, several states appear to be fol-
lowing Illinois’ lead.1®

But successful litigation goes be-
yond direct assaults on individual
privacy. In 2017, the EU fined Google
€2.4 billion for abusing its position
as a market leader by biasing search
engine results,’” and in 2019, it fined
Google €1.49 billion for abusive prac-
tices in online advertising through
its AdSense search environment.!8 Of
course, the intensity of the EU litiga-
tionis greaterthaninthe United States
because of the former’s stronger com-
mitment to personal privacy.

What is it about Google and other
high-tech online and social media
companies that is behind all this lit-
igation? It's pretty easy to see when
one investigates their business mod-
els. Google, in particular, has always
been in the business of exploiting the
personal identifying information (PII)
ecosystem via 1) “free” online services,
such as search engines, the Chrome
browser, online advertising and shop-
ping environments, Google Earth,
Gmail, and so on; 2) subscription ser-
vices, including Fitbit, Nest, and pre-
mium media offerings; 3) platforms,
such as Android mobile devices,
Chromebooks, and so on; and 4) smart
home appliances, such as cameras,
doorbells, thermostats, speakers and
monitors, Wi-Fi, and so on. This is not
to mention litigation for copyright and
patent infringement and microtrans-
action abuse. But a common theme be-
hind this litigation, irrespective of the
revenue sources of the business model,
is that the products and services all
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involve Google’s exploitation of the
PIl ecosystem. Since this is the driving
force behind both the business initia-
tives and litigation, it behooves us to
understand the motivation behind it.

Since the creation of e-commerce,
the operative mantra has been that
if you can't identify the specific reve-
nue stream of an online service, you're
not the user, you're the product. Put
another way, when it comes to “free”
online services, if you're not at the
table, you're on the menu. These cli-
chés serve as examples of essentially
correct though unrefined memes. We
need a deeper dive to get a better un-
derstanding of the online business
motives of Google and other online
service providers of its ilk.

ONLINE RENT SEEKING
Here'’s our incomplete brief tally of those
Google gaffes that resulted in litigation:

1. misleading customers/break-

ing contracts

anticompetitive practices

blocking competition

maintaining a monopoly

increasing monetization be-

yond prudence

6. creatingan ecosystem of inter-
locking monopolies

7. serving as gatekeeper over pri-
mary distribution channels

8. abusingitsrole asintermediary
for dominate markets

9. illegally using captured bio-
metric data.

i Wb

In the abstract, does this sort of
business behavior sound familiar?

To provide one possible answer,
we revisit Adam Smith's Wealth of Na-
tions. “People of the same trade seldom
meet together, even for merriment and
diversion, but the conversation ends
in a conspiracy against the public, or
in some contrivance to raise prices.”??
Smith made it clear that anticompeti-
tive behavior is baked into the capitalist
model. This doesn't justify abandoning
the model, but, as Smith seems to sug-
gest, it does warrant the use of a reliable

regulatory framework to establish that
businesses continue to operate in the
public interest.

Smith would no doubt be joyful
that the House report mentioned pre-
viously confirms that his 18th century
observation still applies in today’s
online digital domain. Google's legal
gaffes could be anticipated by Smith'’s
observations and should surprise no
one. But why? Isuggest that part of the
answer lies in the fact that the busi-
ness models of nontransparent pricing
(aka “free”) online services looks like a
sketchy form of rent seeking.

Let’s try to parse this out. If, as
Smith claims, it is the natural ten-
dency for capitalists to place making
money paramount among competing
goals—not necessarily to the exclu-
sion of the public interest but certainly
not dominated by it—then a capital-
ist business model must be expected
to develop a way to make profit even
from giving away online products and
services. So far, Google and Smith are
one. The twist that Smith didn't an-
ticipate was that profit could be made
by selling the customer instead of the
product. In Smith’s model of 18th cen-
tury economic theory, Google's busi-
ness model would be analogous to de-
riving profit by renting out the tenant
farmer while letting him use the land
for free to produce crops. Here's the
Google business model in Smith’s
terms: monetize the tenant farmer, de-
mand the right to surveil the tenant’s
movements, post ads on the walls of
his house, provide billboards in his
yard to advertise other opportunities
to extract wealth from the tenant, and
so forth. And, of course, to consum-
mate this arrangement, the landlord
would demand that the prospective
tenant farmer implicitly consent to a
pro-forma unrestricted tenant-farmer
agreement. All that Smith needed fora
successful e-commerce launch of this
digital plowshare was the Internet.

Our hypothetical example of the
potential tenant farmer is reminiscent
not only of Smith's and David Ricardo’s
law of rents but also modern contracts

of adhesion (for example, end-user li-
cense agreements). (We pass over, in
silence, the question of whether our
example is a closer approximation to
sharecropping than tenant farming.)
By framing our example in this way,
we set the stage for an explanation of
online service providers as rent seek-
ers. That might make Google's motives
easier to understand.

Our working definition of rent seek-
ing will be similar to that used in mod-
ern economics, with one caveat: we'll
view rent as the ratio between a value
contributed to an economic system
and the value removed or repurposed
from the system. That is, in our terms,
rent will be expressed as a difference
rather than in absolute terms. For our
purposes, this definition works nicely:
“Rent seeking is an economic concept
that occurs when an entity seeks to
gain wealth without any reciprocal
contribution of productivity.”2> We
emphasize that there are other defini-
tions that rely on different exclusions.
Let’s see if our definition is consistent
with our observations.

There is no question that users of
nonsubscription-based (aka “free”)
online services are exchanging some-
thing of value for the use of services.
In this case, the commodity of value
manifests in the form of monetized
personal information of users. There
is also no question who occupies the
subservient position in the two es-
tates of our hypothetical realm: ser-
vice providers/landowners are the
lords, and users/tenant farmers are
the fiefs. Third, there is no doubt that
online services would hold that their
online service constitutes a “recipro-
cal contribution of productivity” in
exchange for the harvesting of users’
personal information. The operative
question is whether the nine Google
business practices mentioned above
are subsumable under a sketchy form
of rent-seeking behavior.

Google seeks to treat its services
(for example, search and advertising)
as a monopoly.® ? Indeed, once again,
the spirit seems to be consistent with
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Smith's view of rent in book 1, chapter
11 of Wealth of Nations:

“The rent of the land, there-
fore, considered as the price
paid for the use of the land, is
naturally a monopoly price.
Itis not at all proportioned to
what the landlord may have
laid out upon the improvement
of the land, or to what he can
afford to take; but to what the
farmer can afford to give.”1?

Note that Smith is explicitly decou-
pling rent received (from tenants, or
users) from the cost (land and improve-
ments, or IT services). As Smith foretells,

corn, although landlords should
forego the whole of their rent.
Such a measure would only en-
able some farmers to live like gen-
tlemen, but would not diminish
the quantity oflabour necessary
to raise raw produce on the least
productive land in cultivation.”20

The analogy is that the provider of
monopolistic online services should
determine its value, independent of de-
mand. A neoclassical spin on Ricardo’s
theory of rent might go something like
this: [monopoly rents] are the returns
in excess of opportunity cost obtained
due to positional advantage. The rentier
(landowner or online service provider)

Any attempt to protect individual rights to privacy
with such ill-defined tactics as “penumbral
reasoning” dooms privacy protection to the

vicissitudes of partisan politics.

both Google and thelandlord will seek to
achieve monopolistic pricing (whatever
the farmer/user can afford to give, when-
ever they can get away with it). How
does one achieve maximum prices? By
disfavoring competitive environments
and removing options from the tenant
farmer. If there is no other land avail-
able, the tenant farmer has no choice
but to accept the terms of the landlord
ifheis to produce a crop for survival. In
classical economic terms, monopolistic
pricing is maximized when the margin
of production is nil. There is a reason
why this relationship appears to have
all the appearances of feudalism. It is.

David Riccardo expands Smith’s
explanation of rent seeking by tying
it together with anticompetitiveness.
Ricardo observes,

“Cornisnot high because arent

is paid, but arent is paid because
cornishigh;andithasbeen
justly observed, that no reduction
would take place in the price of
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exacts the same sort of rent. And both
exhibit similar rent seeking behavior.

SKETCHY RENT SEEKING
Let'sseeif we candraw further parallels
between rent seeking as it might apply
in nontransparent pricing (aka “free”)
online service providers and land use.

Case 1: “Free” online services
Context: the participants are provider
(P), user (U), and intermediary (I); I
pays “rent” to P for information about
U, which can produce revenue:

1. The flow of money is fromIto P.
The flow of information is from
UtoIthroughP.

3. The price ofinformation is
negotiated betweenIand P.

4. The price/rent will necessarily
decrease if more providers
compete for I's business, so P
favors monopoly.

5. Therefore, P can maximize the
price by

» increasing the amount of
information sold (in conflict
with expectations of privacy)

» decreasing competition
through monopoly (buying
up competing search engine
providers or driving them out
of business).

Case 2: Landowner/tenant

Context: the participants are land-
owner (L), tenant (T), and grocer (G); G
pays “rent” directly to L for T's produce:

1. The flow of money is from G to L.

2. The flow of produce is from T to
GthroughL.

3. The price of produce is negoti-
ated between Gand L.

4. The price of produce will neces-
sarily decrease in the presence
of other landowners, so L favors
monopoly.

5. Therefore, L can maximize the
price by
» increasing the volume of

produce (in conflict with en-
vironmental considerations)

» decreasing competition
through monopoly (buying
up competing farms or driv-
ing them out of business).

Now, compare this discussion with
the litigation cases discussed earlier
for goodness of fit.

RENT SEEKING BY ANY
OTHER NAME

In modern political economics, the
term “rent seeking” is distinguished
from “profit seeking,” and our defini-
tion of rent seeking is admittedly not
the received view. We ask the question
of whether our explanation clarifies
the motivations behind the class of
business models adopted by nontrans-
parent pricing (aka “free”) online ser-
vice providers.

Typically, political economists re-
serve “rent seeking” for contrived rents
that carry with them social costs. Profit
seeking, itisargued, evenifunrestricted
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and a product of monopolies (as in esca-
lating prices of pharmaceuticals), are
just waste-free wealth transfers. Rent
seeking, as in bribing public officials
to get contracts, are examples of artifi-
cially contrived wealth transfers that
carry with them a social cost in the
form of waste (for example, the value of
the bribe and cost of lobbying). In eco-
nomics, such costs, deadweight losses,
are measures of economic inefficiency.
The received view seems to be that such
losses from monopolies have a negligi-
ble effect on the economy. For a general
survey of these issues, see Tollison?!
and Krueger.%2

We're suggesting that there is a
postmodern view of rents that accords
with the business practices of online
service providers. Of course, this is
a stretch, which I can make without
discomfort, having avoided the heavy
yoke of the serious study of political
economics. I can challenge the the-
sis that monopolistic rights must be
understood in the context of perfect
markets and are themselves subject to
competition with relative impunity. I
prefer tolook at monopolistic practices
in terms of value raiding. I am free to
view economic waste as created by
both wealth transfers through bribes
as well as unnecessary wealth trans-
fers resulting from anticompetitive
and monopolistic pricing.

hat does the class of non-

transparent fee online ser-

vices share with traditional
rent seeking in my sense of the term?

1. They maximize revenue by
hampering competition, which
is to say that revenue gains
are achieved to the exclusion
of efficiency gains that would
result from a competitive
environment.

2. They derive revenue from
wealth transfer rather than
producing new goods and
services in the following sense:
online services, such as search

engines, do not provide new
content; they provide access to
content that already exists. It
may certainly be said that they
add value to the search experi-
ence, but it cannot be said that
they add value to the content
(including AI Chat).

3. Thebusiness model appears
to be zero sum. Revenue
extracted from the service
provider is exactly offset by
value extracted from the user/
product. There is no additional
value added; that is, the eco-
nomic pie remains the same af-
ter the users’ PIl is monetized
and sold. It seems reasonable
to assume that the value of the
information about the online
consumer is the same regard-
less of who sells it to the adver-
tiser/marketer, so the wealth
transfer is zero sum.

4. The litigation costs to the online
providers are so low compared
torevenue gains that it creates
amoral hazard. In political
economics, this is called the
“Tullock paradox,”®3 although
itarisesin a different context,
where bribes would take the
place oflitigation expense. In
both cases, the expenseisa
capital outlay to achieve the
desired effect—the cost of doing
business, if you will.

5. The business model empha-
sizes the transfer of wealth
rather than the creation of new
wealth, in the sense that no new
content is created. It's not too
much of stretch to draw a com-
parison to financial derivatives,
where, in this case, the com-
modity, or underlying asset, is
the user’s information, on top
of which a variety of third-party
contracts are negotiated.

Whether or not one accepts this
somewhat tongue-in-cheek depiction
of online business models as rent seek-
ing, the fact remains that the litigation

described previously depicts wealth
and financial advantage generated
through manipulation of customers
in an environment where competitive
advantage is achieved through mo-
nopolistic practices. In addition, the
information inequilibrium that exists
regarding the reporting of the nature
of the profits (for the provider) from
online services versus the extent of the
losses (to the user in terms of loss of
care, custody, and control over PII) en-
sures that the economic incentives, op-
portunities, and positional advantages
will remain poorly understood. Add to
that the disincentives to legislators to
cause economic angst to the political
donor class, and it is easy to see why
these problems are being addressed in
the courts rather than in legislatures.
In any case, the profits of “free” online
services are so enormous that they will
remain persistent threats to personal
privacy for the foreseeable future.24
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